
You know you’re too involved with 
technology today if…
• You try to enter your password  

on the microwave.
• You haven’t played solitaire with  

a real deck of cards in years.
• You have a list of 15 phone 

numbers to reach your family of 3.
• You e-mail your son in his room to 

tell him that dinner is ready.

It is clear that 
technology at 
Albion College 
not only 
touches the 
lives of most 
faculty, staff, 
and students, 
and for many, 
the completion 
of their 

tasks is dependent on technology. 
Recognizing this, Information 
Technology takes its role very 
seriously. We certainly strive to 
provide all of the enhancements 
possible within our budgetary and 
personnel constraints, but perhaps 
more importantly, we want to build 
a “shared vision” with our users as 
to where we should be heading. To 
that end, I am very excited that the 
new IT Planning Committee is being 
formed and will begin meeting  
this September. 

In this second edition of IT Interface, 
we will highlight a few of the 
accomplishments over the summer 
months to prepare for the new 
academic year. The very ambitious 
agenda for the summer, coupled 
with four vacancies on our small 
staff, have required maximum efforts 
from the IT staff, and I am most 
appreciative of their superb efforts. 

This edition will also let you know 
about updates in our IT organization, 
go a little more in-depth on a couple 
of initiatives, and try to provide 
some assistance in understanding 
and dealing with Spam, both at the 
College and at home.

We are truly excited about the 
potential the next year will bring in 
development of technology on many 
fronts, but most importantly, in 
support of our academic mission and 
our students. 

Please don’t hesitate to contact me 
 if you have any thoughts, concerns, 
or dreams for technology at  
Albion College. 

Thanks in advance for your advice, 
support, and patience as we move 
forward!

Rich Zera 
CIO 
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IT SERVICED 383  STUDENT-
OWNED DEVICES DURING THE 
2012-13 ACADEMIC YEAR.

Network Upgrades 
a Major Target  
of Summer Projects
Recognizing the insatiable demand 
for network bandwidth by students, 
faculty, and staff, major changes have 
occurred in network infrastructure. 
For starters, the overall bandwidth 
to and from the campus from the 
outside world was increased from 200 
Mbps to 350 Mbps. 

 Enhancements were made around 
campus to allow not only faster speeds 
on wired and wireless networks, but 
also easier growth in the future. Some 
of the major upgrades in network 
switches include Norris and Kellogg 
Center, and wireless expansion 
planned by early September with 
additional access points in the Science 
Complex and in several other locations. 
In addition, wireless controllers and 
backup systems were enhanced, and 
the renovation of Baldwin included 
significant upgrading of switches and 
wireless connectivity in that exciting 
new facility.

Of course, the demand for networking 
and wireless connectivity grows 
every year. Students are reminded of 
the communication sent out in the 
spring providing some tips to help 
everyone (if you weren’t here or don’t 
remember, see the article “Network 
Bandwidth Growth” in the last 
edition of the IT Interface newsletter, 
found at www.albion.edu/it).



The Office of Information Technology 
is very excited about the formation of a 
new collaborative group to participate 
in the planning for technology and 
support at Albion. Members for this 
new committee were nominated 
by executive administration and 
were selected to provide the most 
representative mix of backgrounds, 
disciplines, needs, and levels of 
involvement with other groups. Student 
reps will be appointed by the Student 
Senate board early fall semester.

Members of the IT Planning 
Committee are:
Craig Bieler (Chemistry)
Andy Boyan (Communication Studies)
Guy Cox (Education)
Tim DeWitt (Business Office)
Mandy Dubiel (Admission)
Drew Dunham (Registrar)
Ian MacInnes (English)
Jocelyn McWhirter (Religious Studies)
Megan O’Neill (Library)
John Perney (Marketing/IA)
Dave Seely (Physics)
Mike Wadsworth (Residential Life)
Ann Whitmer (Financial Aid)
Bille Wickre (Art)
Student Representatives TBA

The first meeting of the IT Planning 
Committee will be in September. 
The emphasis will be not only on 
disseminating ideas and information 
from IT to the committee and through 
them, to the campus community, but 
also to use the committee as a conduit 
for new ideas and innovations that 
faculty, staff, and students would like 
to see examined.
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Members of 
New IT Planning 
Committee Named

• Safety and security are always 
of paramount importance, and 
the Milestone Security Camera 
monitoring and recording packs 
are bing upgraded to the most 
recent version. We also replaced 
the servers and storage hardware 
that supports it.

• In conjunction with Residential 
Life, security cameras are being   
added in several residence halls, 
including Whitehouse Hall (4), 
Mitchell Towers (6), Wesley Hall (3) 
and the exterior of fraternities (3).

• New Casio lamp-less projectors 
have been installed to replace ten 
older projectors in the Science 
Complex. Advantages include 
better quality, faster startup, 
quicker cool-down, energy 
efficiency, and greater reliability.

• A new 10,000-lumen Epson 
projector (double the brightness  
of its predecessor) has been 
installed in Upper Baldwin. This 
unit is also configured to project  
in high-definition.

• As a continuation of the 
Wireless Phase 1 project, in 
cooperation with Residential 
Life, room telephones are being 
removed from Whitehouse 
Hall and Mitchell Towers, with 
hallway phones being added for 
emergency use.

• Acquisition of wireless microphones 
and lapel microphones with the 
latest technology to use in our high-
profile areas such as the Science 
Complex atrium, Goodrich Chapel, 
Upper Baldwin, and other needed 
locations.

• Upgrades to the latest software 
were completed on numerous 
campus servers, including Moodle, 
WordPress, newer SQL, DyKnow, 
and several others.

• Installed a fixed ceiling-mounted 
projector with software-based 
controls in Bobbitt 102 and 
upgraded projector in Bobbitt 113.

• A solid state drive storage 
upgrade included a new fiber 
channel storage appliance with 
10 TB of solid state storage for our 
production servers.

• EMAS admissions tracking 
package is in the process of being 
retired and replaced with the 
Banner Student Module.

• Nolij, used to add applicant 
data and import addresses 
from diverse sources among 
other things for Admission and 
Institutional Advancement, was 
replaced by Axiom.

• A new “report builder” package 
was created for Enrollment 
Management by an outside 
consultant working in 
conjunction with Admission and 
Information Technology.

Summer Technology 
Improvements
Since IT takes advantage of the availability of 
campus facilities and the comparatively low 
electronic traffic volumes, many upgrades 
typically occur over the summer months. A few 
of the more significant improvements include:

THE HEAVIEST USE OF THE 
INTERNET AT ALBION COLLEGE 
OCCURS ON WEEKNIGHTS FROM 
10 P.M. TO 2 A.M.
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In an effort to better align human 
resources in IT with current and 
future initiatives, a few important 
organization or responsibility shifts 
have occurred:

Jordan Rich is now permanent 
director for information and 
user services, with both the Help 
Desk and Information Services 
(administrative systems and 
database administration) reporting 
to him. Tom Liu, database 
administrator (DBA), left Albion 
for a position closer to his family, 
so we are utilizing an outsourced 
remote DBA on a part-time basis to 
help cover this vacancy. In addition 
to replacing the DBA functions, we 
are also attempting to recruit an 
additional programmer/analyst to 
help pick up a portion of the duties 
that Scott Stephen used to cover 
before his retirement last year.

Robin Brubaker is now permanent 
director for instructional technology 
and media services, a newly combined 
area. In addition to Ralph Houghton 
on the Instructional Technology side, 
Scott Boulanger moved into Robin’s 
area with responsibilities for campus-
wide audio/video support. With the 
departure of Melinda Kraft last year, 
we are also recruiting an Instructional 
Technology specialist to bolster our 
academic support.

Eric Beadle is director of systems 
and networking, and is responsible 
for all wired and wireless network 
architecture/operations, all central 
servers, telephone system, and 
central information security. With 
the departure of Ryan Maes earlier 
this calendar year and Shahid Malik’s 
completion of information security 
certification (Congratulations!), Shahid 
has picked up a number of information 
security and other key duties.

Prudie DeWaters is IT office 
manager, but is also moving 
towards assuming some key budget 
coordination duties for all of IT, as 
well as coordinating our software 
contracts. It is anticipated that 
responsibilities for IT’s “loaner pool” 
or “signout” equipment of computers, 
projectors, cameras, screens, etc., will 
be moved from Prudie’s area to the 
Help Desk during the fall semester.

With so many changes in personnel 
and assignments and, in some cases, 
a steep learning curve, your support 
and understanding in helping the IT 
staff adjust to their new roles will be 
greatly appreciated.

IT Staff Comings, Goings, and Changes

Given the recent release of the 
Windows 8 operating system, 
Information Technology wants to 
share our expectations regarding its 
use and support.

We will be evaluating this new 
operating system to determine if there 
are any compatibility issues with 
networks, other commonly deployed 
software/applications packages, and 
our layered security structure. Thus 
far, we have not had any network 
connectivity issues with Windows 8,  
but others have urged caution 
when deploying it at the enterprise/
organization-wide level due to some 
perceived weaknesses that have not 
been addressed by Microsoft. 

Since it is of great importance that 
we have consistency on campus 
when we need to disseminate 
updates or patches to College-
owned computers, faculty and staff 
should not upgrade their Albion 
College computers to Windows 8 
or expect it to be deployed in the 
next few months. New computers 
being ordered this summer will 
be delivered with Windows 7 
installed, so users will not have to 
worry about acquiring new versions 
of other packages. Like many of 
our peer institutions, Albion’s IT 
department will not completely 
support this new operating system 
until a thorough evaluation and 
testing period is completed.

WINDOWS 8 OPERATING SYSTEM AND 
IT PLANS FOR SUPPORT

IN 2009, ALBION COLLEGE 
HAD 27 MEGABYTES 
(MBPS) OF INTERNET 
BANDWIDTH, WHICH HAS 
GROWN EACH YEAR IN 
AN ATTEMPT TO KEEP 
UP WITH DEMAND. IN 
SUMMER 2013, ANOTHER 
MAJOR INCREASE 
IN BANDWIDTH WAS 
PURCHASED, RAISING OUR 
“CRUISING” CAPACITY 
FROM 200 MBPS LAST 
YEAR TO 350 MBPS 
FOR 2013-14, WITH THE 
ABILITY TO “BURST” 
BEYOND THAT MAXIMUM 
AT PEAK TIMES. 



Mobile devices are 
great. They’re also 
easy to lose and easy 
for someone to steal.
A few simple steps can prevent 
disastrous losses. Here’s how to protect 
cell and smart phones, laptops, tablets 
such as iPads, portable media players 
such as iTouches, even thumb drives:

1. Passwords are your first line of 
defense. Make sure every device is 
protected with a password or PIN 
(personal identification number). 
Ideally, the password should include 
a variety of letters and numbers, 
some upper and some lower case. 
And don’t forget to change your 
password from time to time. 

2. Passwords help, but if your laptop 
is stolen and the thief moves your 
hard drive to another computer, 
the password is useless. That’s 
where encryption takes over. It’s 
not as exotic as it sounds. Windows 
7 has it built in. When working on 
a document, it will appear quite 

intelligible; but when closed, it 
will revert to encrypted form. This 
is especially useful for sensitive 
material. And it even works for 
content stored on thumb drives.

3. Don’t leave devices unattended 
or in view. Leaving the device 
unattended in public makes it 
easy for a professional thief, but 
also attractive to an opportunist. 
Whether in the break room, coffee 
shop, or even in your car, keep your 
device tucked away when you are 
not actively using it. When leaving 
the office, keep your device out of 
sight. Shut the blinds and close 
and lock the door. Store it inside a 
desk drawer and lock it if possible. 
At the airport or when traveling, 
never leave your laptop unattended 
and always be sure it is properly 
secured. Store it in the trunk of 
your car or a room safe if available.

4. Know your surroundings. We’ve all 
seen the purse-snatcher videos, but 
today the iPad or smart phone you 
are carrying in your hand, or even 
holding up to your ear, can be of far 
greater value than the purses of old. 

5. Report stolen gear immediately. 

Report it to the technology 
department at work, the police, and 
your carrier. AT&T, Verizon, Sprint, 
and T-Mobile have databases for 
stolen phones, and will record the 
IMEI number so your device cannot 
be activated again on the networks. 
This may not help recover your 
device, but it can reduce the overall 
demand and value of them on the 
black market. 

6. Use “Find My Phone” or “Remote 
Wipe” features. The majority of 
devices have a GPS-activated tracking 
service that comes with the device, 
but it’s only good if it’s actually been 
set up and turned on. This service 
greatly increases the chances of 
recovering a device. Even if you don’t 
know where your device is, in some 
cases you can go to a website and 
issue a command that will remotely 
wipe out all data on your device. This 
can be critical if you have confidential 
information stored.
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Tips for Keeping Your Mobile Devices Safe

IT INDIVIDUALLY ENTERED 
4,033 AUTHORIZATIONS FOR 
SPECIAL NON-STANDARD 
ACCESS TO DOORS FOR 
STUDENT, FACULTY, AND 
STAFF TO GAIN ACCESS TO 
VARIOUS FACILITIES.

AT PEAK USAGE, 4,295 
CONCURRENT WIRELESS 
DEVICES WERE ON THE 
ALBION COLLEGE WIRELESS 
NETWORK, INDICATING 
THAT MANY USERS HAVE 
MULTIPLE DEVICES ACTIVE 
AT ANY POINT IN TIME.
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If you’re like most people, you’ve 
experienced a lot of “spam” – 
unsolicited commercial e-mail (UCE) 
you receive in your inbox. According 
to the Gartner Group, spam can make 
up over 50% of an organization’s total 
e-mail volume—and it can increase 
ten-fold in a single year. A Harris poll 
showed that 96% of Internet users 
find it annoying, and 74% find it so 
annoying they want to see it made 
illegal. The practice of sending UCE, 
or “spamming,” has become a cottage 
industry on the Internet. There are more 
“get-rich-quick” schemes promising 
people that if they just pay some money 
for “millions of verified active e-mail 
addresses,” they can sit back and mass-
mail a message to millions of people in 
the hopes that some percentage of them 
will click on their message. Obviously, 
this is more attractive than the “junk 
mail” everyone is used to receiving 
through the postal service since it costs 
virtually nothing for the advertisers to 
send. Spammers will happily annoy 
millions of Internet users, just to get a 
thousand responses.

WHY AM I RECEIVING SPAM?
Many users have asked how they got 
on a list to receive certain types of 
spam—for pharmaceuticals, debt 
relief, pornography, or any other 
category, in the fear that someone 
will think they really access such 
sites. While many e-mail addresses 
are readily available in print form, 
most commercial enterprises 
urging spammers to subscribe to 
their service use electronic means 
to develop their massive lists of 
active e-mail addresses. Some 
deploy “bots” or “robots” to try to 
find strings of characters that look 
like e-mail addresses on servers, or 
floating across the Internet. Often, 
these programs will surf the Internet, 
looking for and collecting “mailto” 
links on peoples’ web pages and 
monitor chat rooms. Others may 
attract subscribers to unwittingly 

provide their e-mail address through 
free offers—whether it’s the “joke of 
the day,” gambling sites, free vacation 
offers, great credit card rates, etc.

Some will send out a message to see 
if they are rejected as undeliverable, 
or accepted as valid. Many also will 
take advantage of a practice that 
many corporations use—allowing 
the recipient to “unsubscribe” or 
“remove me” from lists. While all 
organizations are supposed to have 
an unsubscribe option, it is frequently 
the case that legitimate businesses 
are the only ones who really have 
working “unsubscribe” options. 
At times, particularly when UCE 
is of a suggestive or even blatantly 
offensive nature, recipients are likely 
to follow the “unsubscribe” procedure 
contained at the bottom of the 
message, only to find out it doesn’t 
work. In reality, they have just verified 
that their e-mail address is active and 
valid, so the unscrupulous company 
can now sell the address to other 
UCE clients and further increase the 
amount of offensive materials sent.

WHAT CAN I DO ABOUT SPAM?
When you receive a spam message, 
the sage advice in the past was to 
try to unsubscribe. These days, it is 
best to try to train your spam filter 
in gmail (or other mail service if you 
have a different one for home use) 
to not only treat that message as 
spam, but also look for similar ones 
that may come in and automatically 
treat them as spam. Unfortunately, 
there is no “Postmaster General” 
of the Internet, so there is no one 
to complain to. Laws are either 
nonexistent, do not apply, do not 
meet any criteria for actual loss 
of money, are unenforceable for 
spammers from different states or 
countries, or cannot easily be applied 
because many spammers keep 
changing their e-mail and server 
accounts and cannot be found.

Therefore, until some of these 
worldwide problems are resolved, 
the best answer is not to respond to 
a UCE message, click on any part of 
the message, or follow any web links 
contained in the message. Please also 
keep these general points in mind:
• Nothing is free. No matter what 

the message says, whether it’s free 
music, movies, clothing, porn, or 
cash, no one is going to pay money 
to purchase e-mail addresses and 
then give away products for free.

• There is no one in a foreign country 
who is trying to launder millions of 
dollars from an oppressive regime 
and has carefully selected you as the 
middle person, entitling you to keep 
15 million dollars of the money.

• The exclusive winning claim 
number for a prize isn’t, and the 
flashing screen that says you won 
something because you’re the 
100,000th person to access a site is 
received by everyone.

• You may want to think about having 
multiple e-mail accounts, which 
are readily available for free, so that 
if you choose to supply an e-mail 
address when filling out warranty 
cards, taking surveys, or using 
chat rooms, that e-mail address, if 
harvested by a “bot,” will not clog up 
your primary e-mail address.

For your Albion College account, 
Google’s spam filter does a pretty good 
job of catching a high percentage of 
spam. But you can assist your filter by 
marking that message as spam. The 
spam button looks like a stop sign with 
an exclamation point in the middle 
and you can select that button after 
highlighting a message. Be sure to 
check your spam label periodically to 
ensure that all messages are actually 
spam prior to emptying the entire label.

Please note and remember:
ALBION COLLEGE INFORMATION 
TECHNOLOGY WILL NEVER ASK FOR  
YOUR USER NAME AND PASSWORD  
TO BE SUBMITTED VIA E-MAIL TO  
ANY CAMPUS APPLICATION.
More information is available  
from Google at the site:  
https://support.google.com/ 
mail/answer/190737?hl=en

SPAM AN IN-DEPTH 
REPORT
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Information Technology Services
NAME TITLE E-MAIL PHONE

Richard Zera Chief Information Officer and  rzera@albion.edu 517/629-0960 
 Director of Enterprise Technology

Prudie DeWaters Office Manager pdewaters@albion.edu 517/629-0960

INFORMATION AND USER SERVICES

Jordan Rich Director of Information jrich@albion.edu  517/629-0974
 and User Services

Diana Hopkins  Senior Programmer/Analyst dhopkins@albion.edu 517/629-0965

Rhonda Rasmussen Helpdesk Specialist rrasmussen@albion.edu 517/629-0479

Linda Robinson Database Support Specialist lrobinson@albion.edu 517/629-0980

Rebecca Williams Help Desk Coordinator rwilliams@albion.edu 517/629-0479

SYSTEMS AND NETWORKING SERVICES

Eric Beadle Director of Systems and ebeadle@albion.edu 517/629-0963 
 Networking Services

Eddie Bachle Web Server Administrator ebachle@albion.edu 517/629-0963

Mitch Kyser Network Administrator mkyser@albion.edu 517/629-0963

Pam Levay Network Administrator plevay@albion.edu 517/629-0963

Shahid Malik Technical Administrator smalik@albion.edu 517/629-0963

Chuck Yates Network Technician cyates@albion.edu 517/629-0963
 

INSTRUCTIONAL TECHNOLOGY AND MEDIA SERVICES

Robin Brubaker Director of Instructional Technology rbrubaker@albion.edu 517/629-0962 
 and Media Services

Scott Boulanger A/V Specialist sboulanger@albion.edu 517/629-0962

Ralph Houghton Senior Instructional Technologist rhoughton@albion.edu 517/629-0962


